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My Click is My Bond:
The Role of Contracts, Social Proof, 

and Gamification for Sysops to Reduce 
Pseudo-Activism and Internet Trolling

ABSTRACT

The growth in Internet use is not only placing pressure on service providers to maintain adequate band-
width but also the people who run the Websites that operate through them. Called systems operators, 
or sysops, these people face a number of different obligations arising out of the use of their computer-
mediated communication platforms. Most notable are contracts, which nearly all Websites have, and in 
the case of e-commerce sites in the European Union, there are contractual terms they must have. This 
chapter sets out to investigate how the role contract law can both help and hinder sysops and their us-
ers. Sysop powers are limited by sysop prerogative, which is everything they can do which has not been 
taken away by statute or given away by contract. The chapter finds that there are a number of special 
considerations for sysops in how they use contracts in order that they are not open to obligations through 
disabled or vulnerable users being abused by others.

INTRODUCTION

“And this is why we can’t have nice things,” is 
what it said on the website of Anonymous after it 
had been brought down by one of their dissident 
members (Yin, 2011). The group, known for their 

online acts of ‘transgressive humour’ often abused 
people online for their own entertainment. Groups 
like Anonymous have called themselves ‘trolls’ 
in order to legitimise their abusive behavior, with 
the term troll originally referring to people who 
try to entertain others through winding people 
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up. Others more subtly spread misinformation to 
a website’s users in order to get kudos points such 
as share counts. Abusive behavior like this causes 
difficulties for website owners, but there are things 
they can do to mitigate this, using contract law.

It is commonplace in the present day for 
contracts to be completed either at a distance, 
such as on the Internet, or equally in person. In 
media and research organisations it is becoming 
commonplace to issue confidentiality contracts 
to new staff (Kalra, Gertz, Singleton, & Inskip, 
2006). Since the Electronic Communications Act 
2000 electronically signing contracts has become 
equally valid as signing them in person. Many 
legal cases around the ECA have been whether 
something constitutes a signature within the mean-
ing of the Act. In J Pereira Fernandes SA v Mehta 
[2006] EWHC 813 (Ch) Judge Pelling ruled that 
if a party or a party’s agent sending an e-mail 
types his or her or his or her principal’s name to 
the extent required or permitted by existing case 
law in the body of an e-mail, then in his view that 
would be a sufficient signature for the purposes 
of Section 4 of the ECA.

BACKGROUND

It is sometimes the case that vulnerable and dis-
abled people are at particular risk of entering into 
contracts with online communities believing that 
website requires standards of good behaviour, only 
to be targeted for their disability. This is despite 
it being argued by some that online medium can 
promote political equality by facilitating partici-
pation and engagement amongst those otherwise 
excluded from the public arena (Trevisan, 2010).

It is clear, however, that disabled people find 
the online medium offers easy and accessible 
communication, as well as greater command over 
aspects of their life (Bowker & Tuffin, 2002). In-
deed, a poll found that disabled people go online 
and use e-mail twice as much as people without 
disabilities (Morrell, Mayhorn, & Bennett, 2002). 

For many disabled people the Internet offers a 
means where they can be judged on their merits in 
the messages they post and not be abused simply 
for having a medical condition (Pfeil & Zaphiris, 
2009). However, whilst many disabled people will 
go online for help to deal with their impairments, 
all too often they will come across people all too 
eager to abuse them as offline if they disclose they 
have a disability. They are often put in a position 
where they rely on the owner of the website, known 
as a systems operator, or sysop, to intervene to 
help them. All too often no help is forthcoming, 
and the person with the disability is seen as a 
troublemaker and excluded from the website in 
the same way as they are excluded offline. This 
paper will investigate the extent and limitations 
of the power of sysops to treat disabled people 
less favourably than others in terms of contract, 
known as ‘sysop prerogative.’

Pseudo-Activism and Its Effects

Pseudo-activism is a type of group-think, social 
loafing, or free-riding, where people join organisa-
tions based around activism, but their intentions 
are based more around a kind of empathism, 
where it is more important to be part of a group 
that believes, than be part of movement that 
does. In the South Wales Valleys for instance, if 
one is setting up a not-for-profit organisation, it 
is expected that it will be member based and not 
business-minded. Often in this locality people’s 
worth is judged by how often they turn up to a 
meeting and not how much they actually contribute 
in real terms. The art of being seen to be doing 
something, while actually not doing anything is a 
type of pseudo-activism known as ‘slacktivism’, 
describing a form of “feel-good” activism which 
has little social or political effect (Morozov, 2011). 
An online equivalent of this is clicktivism, which 
is a form of pseudo-activism online which simply 
satisfies the need for affiliating with a group and 
for social interaction (Alexandrova, 2011)
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Manipulation and Deception

It has been argued that if the precision of hon-
est consumer opinions that firms manipulate is 
sufficiently high, firms of all types, as well as 
society, would be strictly better off if manipulation 
of online forums was not possible (Dellarocas, 
2006). As one can see in Figure 1, campaigning 
groups with vested interests are likely to make wild 
claims to support their campaign, even if there is 
no truth or evidence to support their view. In the 
case of the ‘Cannabis with Autism’ campaign 
on the right, the group is seeking to justify the 
legalisation of cannabis because of unsupported 
claims it can cure conditions like cancer. It is is 
aimed at vulnerable persons looking for a cure 
for their illness, even if the efficacy of it for that 
condition is unproven. On the left hand side is an 
image claiming that if people share the images that 
Facebook will donate money to a cause, a perfect 
example of Clicktivism. The actual purpose of this 
image is ‘hypersharing’ – that is, it aims to get 
a higher number of people sharing it than others 
might have, by playing on people’s sympathies 
and good-will, which they will happily offer to 
provide the ‘social proof’ that they are supportive 
of their friends who first share it.

Clearly, if a website is allowing the publication 
of this misinformation then they could be leaving 

themselves open for legal obligations. Someone 
who decides to take cannabis for cancer because 
of the post of the right of Figure 1, may die think-
ing it cures cancer when it only treats the side-
effects of accepted treatments such as chemo-
therapy (Thomas et al., 2006). Death is something 
that a contract cannot be used to remove obliga-
tions for, meaning the risks of being made liable 
for this misleading content could be very real.

Aggression: Bleasure 
and Apprehension

The idea that computer-mediated environments 
that are violent and aggressive can cause violence 
and aggression in offline settings is unsupported 
(Williams & Skoric, 2005). But this does not 
mean that people are any less aggressive online 
than they would be if they were offline, just that 
the increase of aggression and threatening behav-
iour in one does not lead to greater aggression 
and threatening behaviour in the other. What is 
clear however is that is that both aggression and 
threatening behaviour can have a severe effect on 
people, in some cases to cause permanent psy-
chological distress, especially if by unacceptable 
narcissistic individuation (Guillaumin, 1987). Or 
in other words, a psychological injury to someone 
without reasonable cause. Bleasure as a term exists 

Figure 1. Examples of pseudo-activism: manipulative (left), deceptive (right)
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primarily in tort and contract law, deriving from 
the case of King v Bristow Helicopters Ltd [2002] 
2002 Scot (D) 3/3, where it entered the English 
language from the interpretation of a French 
contract containing the word, ‘blessure,’ from 
which it is translated. The public law equivalent 
is likely to be ‘apprehension,’ which is an altered 
state of mind arising from some form of menac-
ing, threatening or grossly offensive act according 
to Chambers v DPP [2012] EWHC 2157, when 
applied specifically to Internet trolling. Internet 
trolling can consist of online message communi-
cation over which flaming theory has no control 
due to the deliberate posting of inflammatory or 
controversial messages online (Gully, 2012). It 
has however been noted that online apprehension 
operates differently from traditional verbal notions 
of communication apprehension (Hunt, Atkin, & 
Krishnan, 2012).

It may be clear that a website telling someone 
their cancer can be cured by using cannabis is 
likely to end up with social impairment due to 
over-stimulation of the prefrontal cortex with do-
pamine (Bishop, 2011b; Bishop, 2012b; Thomas 
et al., 2006). Equally a vulnerable or disabled 
person might, depending on their condition, be 
more likely to fall for other pseudo-activism, 
thinking they are helping others especially if the 
number of people that have already used or shared 
the artefact is high (Burgoon, Stoner, Bonito, & 
Dunbar, 2003). This is known as social proof, 
as one is willing to agree to something if one’s 
friends agree with it.

Counteracting Pseudo-
Activism and Other Abuses

One of the earliest forms of pseudo-activism was 
chain emails. These messages transferred by email, 
often simply seek publicity or to produce trouble 
for a selected victim by producing excessive email 
traffic, including that each email sent will yield 
a donation for cancer research (Smith, 2011). A 

typical chain email starts with a hook to catch 
your interest (e.g. “Save a dying child!”) followed 
by a threat (e.g. the child would die) and then fi-
nally a request (e.g. pass the email on), for which 
none are true (Espeland, 2003). Related are email 
petitions, which are some of the worst forms of 
pseudo-activism, as people get the sense of doing 
something when all it involves is forwarding on 
an email (Espeland, 2003).

Social Proof

As discussed above, social proof can have the 
adverse effect of friends taking advantage of other 
friends and trusted sources taking advantage of vul-
nerable persons, or in some cases disabled people, 
if they promised a wanted cure for instance. Hav-
ing a friend forward an electronic message, such 
as e-mail, can be quite persuasive if it says what 
one wants to hear. In recent US elections, emails 
were circulating from the outset about Barrack 
Obama’s life as a Muslim, and even though the 
emails were untrue because Obama is a Christian, 
many believed them (Clayton, 2010).

Gamfication

Gamification is the concept of applying game-
design thinking through the use of game mechanics 
to drive game-like player behaviour to non-game 
applications to make them more fun and engaging 
(Deterding, Sicart, Nacke, O’Hara, & Dixon, 2011; 
Dorling & McCaffery, 2012; Downes-Le Guin, 
Baker, Mechling, & Ruylea, 2012). Gamification 
has ignited the imagination of marketers, human 
resources professionals, and others interested in 
driving “engagement” (Deterding, 2012). Gami-
fication can involve as minor changes to a website 
as leaderboards in terms of the highest number of 
posts, badges, such as for the most kudospoints 
in a certain period. Whilst gamification has been 
seen mostly as a buzzword (Deterding, 2012), its 
application can go much wider than marketing, 
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and can be used to enhance behaviour in online 
communities in order to reduce both lurking and 
flame trolling (Bishop, 2012a; Bishop, 2013). 
Gamification intends to capture the application 
of game design elements, such as high score lists, 
rewards, badges, among others, in non-gaming 
contexts (Cornillie, Lagatie, & Desmet, 2012). 
Indeed, a frequently used model for gamification 
is to equate an activity in the non-game context 
with points and have external rewards for reach-
ing specified point thresholds (Nicholson, 2012).

As can be seen from Figure 2, some websites 
built around gamification can result in people mak-
ing the effort to record their check-in to community 
venues. This has the advantage that disabled and 
vulnerable people, who might not want to make 
the effort to take part in their communities, could 
be motivated to do so through collecting points 
and badges. However, as can also be seen from 
Figure 2, when a particular person dominates a 
particular location, it may mean that less people 
will make the effort to check in, knowing it is 
impossible for them to compete.

Foursquare is a location-based social applica-
tion that helps users to explore the world around 
them and share their experiences with friends 
(Sklar, Shaw, & Hogue, 2012). One intuition 
behind long-term users in Foursquare is that they 
conduct their usual activities within a similar time 
frame, with some random deviations (Melià-Seguí, 
Zhang, Bart, Price, & Brdiczka, 2012). It has been 
found that repetition of favourite activities has a 
moderate effect upon so-called Internet addiction, 

in line with the assertion of rational addiction 
theory (Chou & Ting, 2003). Through an analysis 
of treatment and convenience samples it has been 
found that instances of dependency are linked to 
many disabled groups, who may differ system-
atically from others (Sara et al., 2012). This 
places risk on sysops who use gamification on 
their website, whom may be liable for any harm 
to disabled people should they develop addition-
like symptoms.

Systems like Foursquare can both aid and 
reduce pseudo-activism through social proof. If 
one’s friend has checked into a place often, one 
might be pretty sure that it is a safe place to go. But 
equally, as it is currently easy to add any location 
to the platform, it can be a false one. This means 
that a vulnerable person could possibly be easily 
duped into thinking the claims of a pseudo-activist 
about a particular location are true, when they are 
not. On such a site a sysop would have to state in 
the contract terms that indicate the website should 
not be taken as providing accurate information, 
and that the users should seek third-party advice 
before using it. As Foursquare uses badges to 
promote certain behaviours, then it, or websites 
like it, might want to make clear that they do not 
endorse any premises or warrant for their suit-
ability, and that accessing them are at users’ own 
risk. It could also be stated that collecting badges, 
or climbing leader-boards, should be done respon-
sibly and should not be considered as alternatives 
to a lifestyle one’s physician recommends.

Figure 2. An example of a website using gamification – Foursquare
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Sysop Prerogative

Sysop prerogative is the right that an owner of an 
online community has to take whatever actions 
they wish in order that the community functions 
the way they wish (Bishop, 2011a). In common 
law countries it is understood that someone can 
do whatever they want unless they give that right 
way or it is taken away from them by a superior 
authority, such as Parliament, in the case of the 
United Kingdom (UK). It can therefore be expected 
that the systems operator (sysop) who owns an 
online community is free to operate their com-
munity under any rules they want that has not 
been taken away from them by statute. After all 
the community is surely their property which they 
can use and dispose of in any way they choose? 
However, with each right or freedom comes 
certain duties and obligations, something which 
is enshrined in the European Convention on Hu-
man Rights. This convention, like the Treaty on 
the Functioning of the European Union, places 
obligations on nation states to guarantee certain 
rights and not to interfere with the enjoyment of 
these rights except where they conflict with other 
rights or duties. This means that sysop prerogative 
may be both guaranteed and limited by European 
Human Rights Law.

A contract is a legally enforceable agree-
ment that gives rise to obligations for the parties 
involved (Koffman & Macdonald, 2007). In its 
most basic form, it is the agreement between two 
or more parties to exchange one thing for another. 
In the United Kingdom contracts require several 
things in order to be valid. These are; offer, ac-
ceptance, consideration and the intention to make 
legal relations. Unusually, an offer is not in legal 
terms made by the person who is selling goods 
or services, but by the person wishing to receive 
them. This may seem unusual because people 
usually pay whatever price is stated where the 
goods are accessed from, whether a website or 
traditional retail store. In fact, the prices marked 
up are only an ‘invitation to treat.’ This means that 

the prices shown are an invitation for the buyer to 
purchase the good or service at that price. They 
may, legally speaking, offer a different price for 
those goods, but the seller is under no obligation 
to sell it at that price, or even the original price 
they offered. In this context the price and goods 
are called ‘consideration’, which means they are 
the things the contract is considering for transfer 
between the parties. If the seller decides to ac-
cept the offer from the buyer then the condition 
of ‘acceptance’ is made. The remaining feature 
of a contract, the ‘intention to create legal rela-
tions’ is not often spoken of, but is an important 
part in deciding whether a contract can be legally 
enforced through the courts.

In terms of sysop prerogative the first of the 
elements of a contract are easily understandable. 
A system gives its users the opportunity to post 
content in exchange for them hosting it and mak-
ing it available to other users. The user offers to 
post, the sysop may accept that offer to post, and 
the consideration is the provision of content and 
publication of that content. Where things are less 
certain however is in the case of the ‘intention to 
create legal relations.’

It is a well established principle in contract law 
that an agreement cannot impose any additional 
obligations nor give any enforceable rights to a 
person who is not part of a contract (Collins, 2003). 
This has many advantages for sysops in terms of 
the extendibility of sysop prerogative, but is does 
not provide as a good a deal for users who have 
entered into agreements with a website. In terms 
of multi-user websites however, it means that even 
where a user abuses the rights of another user and 
both those users are agreeing to the terms and 
conditions prohibiting that conduct the one user’s 
grievance is not horizontally enforceable on the 
other. Sysop prerogative in terms of contract law 
is only vertical in nature where it affects the sysop 
and the individual who has the contract with them.

The limitations in privity of contracts, which 
inhibit the rights of third parties who may be af-
fected by those agreements was in part dealt with 
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through the Contracts (Rights of Third Parties) 
Act 1999. This meant that where a third party 
was explicitly mentioned in a contract that they 
would have the rights to enforce it. As normal 
terms and conditions on websites do not refer to 
users by name, then it is unlikely users will have 
any further rights from this Act, as they are not 
mentioned directly within it.

Another important consideration in contracts 
that affect sysop prerogative are terms that are 
either explicit or implied. Explicit terms are those 
that the parties expressly articulate in the contract 
(Loots & Charrett, 2009). Implied terms are those 
that are added to, or place limits on, expressly stated 
terms (Cohen, 2000). These affect the rights and 
obligations of both sysops and users.

The explicit terms in contracts between users 
and sysops are often the terms and conditions for 
the website and sometimes separate ‘house rules.’ 
In common law jurisdictions where these contracts 
do not explicitly prohibit a certain act, the sysop 
can have the right to do what they want – unless 
there is an explicit term that says otherwise. 
Explicit terms can come from legislation in its 
various forms. One significant piece of legislation 
that affects those sysops who offer e-commerce 
services is the Distance Selling Directive [97/7/
EC], which was transposed into the law of the 
United Kingdom through the Consumer Protec-
tion Distance Selling Regulations 2000. This 
legislation not only imposes implied terms on the 
sysop, but expects them to put these terms into 
their contracts, such as terms and conditions, as 
if they were expressed terms.

Related to expressed terms are implied terms, 
which are terms that can derive from statute or 
common law which while not expressed in the 
contract have effect as if they did. There are times 
when a court can order an implied term into a 
contract, such as where an issue arises upon which 
the parties have not made an express provision 
(Mead, Sagar, & Bampton, 2009). Sysops can try 
to limit some of their liability for not performance 
of their contract – such as allowing one user to 

abuse other users – by using exemption clauses. 
These exclude or restrict such liability and take 
the form of either exclusion clauses or limita-
tion clauses (Bainbridge, 2007). However, even 
by inserting such terms, exemption clauses are 
considered inherently dangerous and detrimental 
to the weak party, so that their effects are usually 
levelled down by the courts (Girot, 2001). More 
importantly nowadays, exemption clauses are also 
controlled by statute. The Unfair Contract Terms 
Act 1977 limits the extent to which liability can be 
excluded or limited for breach of contract, or for 
negligence, or under the terms implied by the Sales 
of Goods Act 1979 and other legislation containing 
similar provisions (David I. Bainbridge, 2004).

Existence, Performance 
and Jurisdiction

The advent of computer technology and Internet 
commerce has probably resulted in an increase in 
the number of contracts formed across state and 
national boundaries, with consequent conflict-of-
laws issues (Schwabach, 2006). This produces the 
problem of determining whether contracts exist, 
among others. While European Union Directives 
have harmonised contract law across countries 
that are part of it there are still differences in each 
jurisdiction relating to contracts (Minke, 2013).

Because of this differing legal set-up it can 
cause problems for sysops. When the sysop’s 
website or information system accepts a fee for 
providing a service it is often very clear that a 
contract exists, but websites where information is 
provided for free have no contractual obligations 
to the user (McKenzie, 2001). Much of contract 
law in the United States applies across States 
via the Uniform Contract Code, or UCC, but the 
complications that exist in the EU also apply the 
US where contract law still differs in different 
states (Minke, 2013).

Two issues one can consider together in re-
lation to contracts between users and sysops is 
breach and frustration. Many sysops will act as 
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‘banhammers’, which is the name of a mythical 
object used to ban people from online communi-
ties (Rufer-Bach, 2009). A breach of contract is 
the non-performance of a legal duty when due 
under a contract (Burton, 1980). The frustration 
of a contract is induced by the action of one of the 
parties to a contract resulting in that party is not 
thereby relieved from its contractual obligations 
(Blackshield, 2006).

A sysop could be considered to have frustrated 
the contract when through inaction they cause a 
user to suffer abuse, such as from Internet trolling. 
This may leave them open to legal action from 
users. Therefore sysops limit sysop prerogative 
by placing terms in contracts where they require 
users to agree not to be aggressive towards other 
users. If they fail to regulate the abuse of users 
then they are failing in their contract, meaning 
their rights are not enforcable. Equally if the sysop 
bans a user from their website when that user did 
not breach their side of the contract, such as if that 
user has a difference of opinion, then the sysop 
could be in breach of contract.

One option for either party during a dispute over 
breach of contract is to seek equitable remedies. 
Equitable remedies are court-ordered remedies 
that require the breaching party to do more than 
pay compensation, requiring a party to carry out a 
specific performance (Stark, 2002). Restitutionary 
remedies are also available for the reversal of an 
unjust enrichment by the defendant at the expense 

of the claimant, but does not strictly require a 
breach of contract occur (Oughton & Davis, 1996). 
This legal principle could pose problems for sysops 
if their terms and conditions contain behavioural 
codes or the website is described as ‘non-political,’ 
for instance. In the case of the former, the sysop 
could be liable for restitutionary remedies if they 
fail to enforce the behavioural codes, as this could 
be considered misrepresentation. Also, many 
independent websites claim to be ‘non-political’ 
and turn out to have politicised message boards, 
where users get accused and where restitutionary 
remedies may be applicable. An example of such 
a website is in Figure 3.

These independent online communities place 
their sysops in difficult situations when their 
websites are used by vulnerable or disabled 
people. One key challenge in the area of disablist 
hate crimes attaches to wider constructions of 
disabled people as ‘vulnerable’ (Roulstone, 
Thomas, & Balderston, 2011; Sin, Hedges, Cook, 
Mguni, & Comber, 2011), and thus they are more 
likely to be targeted by flame trollers.

Anonymity and Confidentiality

There is a general presumption online that anonym-
ity is something that should be protected. Indeed, 
sysops are often not very willing to provide this 
information, arguing that the trust of their users to 
remain anonymous is the main pillar supporting 

Figure 3. The Ponty Town website claims to be ‘non-political’ (left) but has a politics forum (right)
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their contract (Roosendaal, 2007). When anonym-
ity is no longer guaranteed, the number of clients 
immediately will decrease, it is claimed (ibid).

Until recently it was assumed that anonymity 
and the use of pseudonyms were synonymous. 
With the launch of 4chan and the rise of a collective 
identity of ‘Anonymous’, this is starting to change. 
Within this movement it is becoming common 
for Internet users not to sign their contributions 
with their real name or a similarly identifiable 
pseudonym, but to post along with others under the 
username ‘Anonymous,’ as presented in Figure 4.

Some have challenged whether anonymity 
online is protected in contractual terms online as 
it is in traditional journalism. Lambert (2008) 
argues that there are important distinctions be-
tween the protections applicable to a reporter’s 
source arising out of a contract promising ano-
nymity to the source, compared to where a blog-
ger would typically lack such protections. One 
conclusion is certainly the continuing and vital 
importance of journalists being able to work with 
sources on an agreed contract of anonymity, a 
principle which lies at the heart of whistle-

blowing in open societies (Hargreaves, 2005). It 
is not uncommon, however, for pseudonyms to 
be freely used online where there is not a genuine 
anonymity.

A problem where pseudonyms are used is that 
it increases the likelihood of flame trolling as the 
poster has a persistent identity, yet is able to hide 
their true identity. Clearly where a sysop has a 
contract with a user this could open them up to 
claims if they do not enforce it. One way around 
this for sysops is to have ‘‘binding in honour only’ 
clauses.’ These are where the parties agree not to 
create a contract, even if it looks pretty clear that 
one exists (Keenan & Smith, 2007). The enfor-
cability of these have been questioned however, 
to date the courts have decided that binding in 
honor only clauses and contracts are not legally 
binding (Jones, 1995).

Avatars and Embodiment of Trust

Millions of people are having meaningful social, 
economic, and medical interactions on a daily 
basis via avatars in online communities (Segovia, 

Figure 4. An example of message board posts that are genuinely anonymous
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Bailenson, & Monin, 2009). An increasing number 
of studies highlight the fact that the embodiment 
of avatars in online communities enhances the 
development of interpersonal skills and online 
achievements can be successfully applied in of-
fline settings (Desiato, 2009). Where the trust 
towards one users increases that of another, it can 
be seen to be ‘social proof.’ Such easy of building 
trust places vulnerable people at risk from people 
using avatars to build social proof among others 
in order to deceive them. It has been postulated 
that even though avatars are often used in virtual 
worlds people are able to gather assets, trade, 
communicate with the other players’ avatars, make 
contracts, and so on. Others argue, however, that 
the contracts that govern virtual worlds in which 
avatars are used do not provide adequate protec-
tion for even the most basic property interests 
(Ludwig, 2011).

It is clear that if it is possible to make con-
tracts in virtual worlds where avatars exist and 
the interaction is fluid then considerations need 
to be taken into account to protect people with 
disabilities or vulnerable people. Defences exist 
to the formation of contracts, including duress, 
undue influence, fraud or misrepresentation, mis-
take, and unconscionability (Ricks, 2011). These 
are many things that occur online with vulnerable 
people are particularly at risk from experiencing.

Figure 1 shows a morphology of troller avatars, 
which reflects the structure of stereotypes of those 
users who take part in online communities. This 
12-character model is based on an extension of 
the 10-character model in (Bishop, 2008). Starting 
from the top left is the lurker (i.e. Loner avatar). 
A lurker is someone without a persistent identity 

in the online community. This may be reflected 
in them having the default avatar, as in this case, 
which could also include a white silhouette on a 
grey background. Lurkers are particularly vulner-
able to abuse from the more experienced members. 
Even when they start posting and thus become 
‘novices’ (Kim, 2000), there is still the risk they 
could go back to not posting if they are treated 
unfavourably. Unconscionability might apply in 
this case if the terms and conditions require the 
lurker, who may be a new member, to act in an 
appropriate way, yet this is unachievable to the 
way the community is biased against them. On 
that basis if a lurker is banned (i.e. ban-hammered) 
then they could have a claim against the sysop. 
Often those who target lurkers are elders (the 
image underneath the lurker in Figure 5. Known 
as ‘trolling for newbies,’ they will set little traps 
that they know newer members will fall for. In a 
clichéd way this would be an elder in a forum for 
Apple users to praise Microsoft, knowing that the 
novice Mac Fanatic will be irritated resulting in 
a barrage of abusive messages (called a ‘flame 
war’), which the established members enjoy, but 
the novice does not.

The basis of both duress and undue influence 
is that one of the parties gave no real consent to 
the contract, this making it voidable, but not void 
(Salzedo & Brunner, 1995). An example of this 
could be that a person joins an online commu-
nity and agrees to a behaviour code in order to 
respond to abuse by them, yet the sysop had no 
intention of letting them having a ‘right to reply,’ 
and instead makes things more difficult for them. 
Whilst it could be argued that an E-Venger who 
comes back to seek retribution in online com-

Figure 5. Avatars that exist in online communities
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munities may be in breach of computer misuse 
laws for accessing a website they have been banned 
from, it might be considered proportionate to right 
a wrong if that wrong is to correct misinformation. 
A sysop that does not allow the right to reply and 
acts as a ban-hammer may not only be opening 
themselves up to claims of breach of contract but 
also claims for defamation.

A party who has entered into a contract in 
reliance on a false statement of fact by the other 
party will have an action for misrepresentation 
(Salzedo & Brunner, 1995). This could include 
a website which has a strong behaviour code, 
yet the sysop had no intention of enforcing it. 
In terms of misrepresentation it is important to 
show ‘causation.’ Fraudulent misrepresentation 
occurs where the person would not have entered 
in to the contract if they had known that a certain 
representation that was claimed to be part of the 
contract when actually was not (Chen-Wishart, 
2012). Where the terms of conditions represent 
certain rights or codes of conduct, then if a sysop 
does not provide these and the user only joined 
the site because they existed, then the sysop is 
liable for fraudulent misrepresentation. In most 
instances of signing up to a website this is not 
the case, as most users would not even read the 
terms and conditions when signing up. In such a 
situation, the sysop may be liable for negligent 
misrepresentation. The crux of an action for 
negligent misrepresentation is that the defendant 
carelessly distributed information to those who 
could reasonably be expected to rely upon such 
information to their detriment (McMahon, 2012). 
This could include long terms and conditions 
which no one would likely read when they sign-up 
to a website. It could also include terms that one 
would not expect to be in the contract, such as 
transferring one’s intellectual property as opposed 
to licensing it. Whilst negligent misrepresentation 
is considered by some to be considered part of tort 
law, others consider it to be more attributable to 
contract law where the obligation usually arises 
from (Gergen, 2011).

A unilateral mistake occurs when only one 
party makes a mistake regarding the contract, 
whereas when both parties to a contract make the 
same mistake, a mutual mistake occurs (Ashcroft 
& Ashcroft, 2007). This is most obvious in ecom-
merce websites where the sysop has made a mis-
take in terms of making the invitation to treat price 
less than it actually is. In the United Kingdom it 
is a criminal offence to buy something from an 
e-commerce website knowing it is not being sold 
at the right price. Under contract law in the UK 
it is the buyer that makes the ‘offer’ and not the 
seller, who gives the ‘acceptance’ to an offer. On 
this basis, a user that takes advantage of a mistake 
in relation to the invitation to treat not only carries 
out a criminal act, but also commits a mistake. 
The fact that the criminal offence exists, makes 
determining whether the breach is a unilateral 
or mutual mistake easier. Unconscionability is a 
judicial weapon against unfair contracts, which 
is based on the idea that a contract may be unen-
forceable because it is shockingly unfair (Emanuel, 
2010). A website which gives the consumer far 
less rights that they might expect from a website 
is a good example. It might not be expected for a 
user to read all of the terms and conditions, but 
there are certain things which might be considered 
unfair, if they had read it.

All these factors place a concern on the Internet 
user that they could be conned if they bought from 
the wrong website. This is why the websites that 
build brands are the embodiment of trust among 
consumers, but the very nature of the Internet puts 
an unprecedented strain on that tie that binds more 
than offline (Upshaw & Taylor, 2000). Where 
undertakings see their main purpose in the use of 
the Internet compared to other platforms as the 
embodiment of trust on the Internet, it has been 
argued it is important to investigate offline forms 
of regulation-by-law that can fit in the online 
world and in order to help the trust establishment 
(Ažderska & Jerman Blažič, 2011).
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Future Research Directions

Through seeking to understand the nature of 
contract law in relation to online communities, 
particular in relation to sysop prerogative and 
gamification, this chapter has gone some way to 
providing systems operators with guidance on 
the risks involved in running online communi-
ties. Empirical studies, such as an ethnography, 
need to be conducted in order to see the effect 
contracts such as terms and conditions have on 
different users. It may be that toughly worded 
contracts will put some people off, whilst unen-
forced others will put others off. It is clear that 
contract law will have an increasing role to play 
in online communities, particularly in protecting 
users from Internet trolling.

CONCLUSION

The saturation of the Internet and social network-
ing social services is proving to be problematic 
not only for the Internet Service Providers trying 
to optimise bandwidth, but also the many websites 
which are hosted in cyberspace. The managers of 
these, called systems operators, or sysops face 
challenges in terms of navigating a legal landscape 
where for simply providing a computed-mediated 
communications platform they can be liable for all 
the actions of their users. Some sysops, however, 
will exploit the immediacy of cyberspace by using 
certain unfair terms and processes, which in some 
cases makes a contract unenforcable. Contracts, 
such as terms and conditions, or ‘house rules’ can 
offer a way for sysops to get out of obligations 
not due to their fault, so their users can avoid ma-
nipulation, aggression, and deception, particularly 
if they are from vulnerable or disabled groups. 
Through also using ‘gamification,’ which is the 
application of gaming principles to non-gaming 
environments.

The chapter finds that in order to maximise 
the use of gamification, sysops need to consider 
several issues. Namely; existence, performance 
and jurisdiction of contracts; user anonymity and 
confidentiality; and avatars and the embodiment 
of trust. The existence and performance of con-
tracts agreed between sysops and users can restrict 
sysop prerogative in a number of ways. Sysops 
may say in their terms and conditions that certain 
abusive behaviours are not welcomed, but often 
will do nothing to enforce these policies. Issues 
such as anonymity, usually manifested through 
pseudonyms that are not anonymous, can increase 
flame trolling and this could leave sysops open to 
claims. The use of avatars as a means for users to 
create a persistent identity can be abused through 
the trust that users get which are embodied through 
them. Such means can lead to sysops being open 
to misrepresentation.
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KEY TERMS AND DEFINITIONS

Gamification: Gamification is the systematic 
application of gaming principles from one envi-
ronment into an environment where they are not 
typically used.

Internet Trolling: Internet trolling is the 
practice of posting messages to the Internet which 
are either provocative or offensive.

Pseudo-Activism: Pseudo-activism is the 
phenomenon where Internet users will post con-
tent to the Internet which says that if its message 
isn’t acted on that some adverse consequences 
will occur. In its earliest for it was chain emails 
and more recently has been the posting of images 
on Facebook asking people to like or share them.

Social Proof: Social proof is the phenomenon 
where something is perceived to be desirable or 
valid because a friend has suggested that it is.

Systems Operator (or Sysop): A sysop is 
the owner or manager of a website who has the 
power to create and remove content, users and 
otherwise manage the online community they are 
in charge of.




