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Chapter  27

Sticks and Stones Will 
Break My Euros:

The Role of EU Law in Dealing with Cyber-
Bullying through Sysop-Prerogative

ABSTRACT

“Sticks and Stones” is a well-known adage that means that whatever nasty things people say, they will 
not physically harm one. This is not often the case, as bullying, especially via the Internet, can be quite 
harmful. There are few anti-bullying laws emanating from the European Union, which is a trading block 
of 28 member states that have pooled their sovereignty in order to have common laws and practices to 
boost trade and peace. However, the common legal rules that exist in the EU have implications for those 
who run websites, including relating to cyber-bullying. These people, known as systems operators, or 
sysops, can be limited in the powers they have and rules they make through “sysop prerogative.” Sysop 
prerogative means that a systems operator can do anything which has been permitted or not taken away 
by statute, or which they have not given away by contract. This chapter reviews how the different legal 
systems in Europe impact on sysops and change the way in which sysop prerogative can be exercised. 
This includes not just from the EU legal structure, but equally the European Convention on Human Rights 
(ECHR), which also has implications for sysops in the way they conduct their activities.

INTRODUCTION

The famous European philosopher, Socrates, 
claims a wise person knows what they do not 
know, according to (Bazelon, 1977). Bazelon 
quoted this adage at the dawn of the microcom-
puter revolution. Bazelon also admitted that they 
knew little about science and technology, and said 
most judges are the same. The English idiom of 
‘Sticks and Stones’ existed in the 1970s and has 

long been associated with human rights, including 
by authors such as Emilie Hafner-Burton, who 
thinks ‘naming and shaming’ is a way to enforce 
human rights (Hafner-Burton, 2008). The extent 
that cyber-bullying would evolve from micro-
computers was probably not foreseen by Bazelon, 
yet Hafner-Burton’s view of naming and shaming 
seems appropriate for dealing with cyber-bullies 
and Internet trolls. The European Union, which 
has grown in significance since the 1970s, now 
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consists of a block of 28 sovereign states that 
have pooled their sovereignty for economic ad-
vantage. To achieve this advantage often requires 
‘approximation of law’, which is where laws are 
created that are the same in every country in order 
to break down the barriers to trade between those 
countries. Even so, the European Union, analo-
gously to the USA, experiences difficulties even 
when the laws are adopted in each member state 
(Jutla, Bodorik, & Dhaliwal, 2002). Something 
that is clear from the European Union (EU), also 
called ‘The Common Market’ from when it was 
originally created, is that its vastness is exceeded 
only by that of the Internet. As a legal jurisdiction, 
the EU has a number of implications for sysops, 
and the extent of their ability to provide services 
on a cross-border basis. The adage, ‘Sticks and 
Stones,’ is an appropriate one to discuss in relation 
to EU Law. The full version of this, ‘sticks and 
stones will break my bones but words will never 
harm me.’ is translated into French as, ‘la bave 
du crapaud n’atteint pas la blanche colombe’ (A 
slime toad does not reach a white dove). As one 
can see the two idioms are not literal translations 
of one another, even if the meanings are both the 
same. That is why in the European Union the 
concept of ‘proportionality’ exists. This is where 
legislation and other law is interpreted on the basis 
of what it means and what was intended, rather 
than what is literally written. So under EU law, the 
French idiom on toads and white doves would be 
treated exactly the same as the ‘sticks and stones’ 
equivalent in English. This is generally the case 
regardless of whether law is being interpreted in 
the European Court of Human Rights, or the Court 
of Justice of the European Union.

The relationship between the European Con-
vention of Human Rights (ECHR) and EU law has 
been somewhat fragmented. According to (Guild, 
2004) no reference was made in the original EU 
treaty to the ECHR, as it was not expected that 
both would overlap as the European integration 
project grew. Emily Reid and others have argued 
that the European Union has not been ideally 

set up to take account of human and civil rights, 
even with its own Charter of Fundamental Rights 
(Caracciolo di Torella & Reid, 2002). Indeed, it 
was not until The Maastricht Treaty that scholars 
began to see the EU as having any implications 
at all for civil liberties, human rights, or even 
the implications of the ECHR on domestic law 
of European countries (Gearty, 1997). The EU 
and ECHR have never had more relevance than 
in the age of the Internet. The plans of European 
countries to intercept e-mail and Internet calls, 
let alone to covertly tamper with private citizens’ 
computers, contravene the ECHR, and many argue 
it should be enforced (Caloyannides, 2004). The 
European Commission claims that e-commerce 
in the European Union is hampered by lack of 
consumer trust, and clearly this does nothing to 
help (Jutla et al., 2002).

BACKGROUND

The European Union as it is today is founded on 
the Treaty of Rome, which has been amended a 
number of times since the Single European Act 
in the 1980s. Since this re-negotiation of pow-
ers of the EU by Margaret Thatcher, there have 
been several re-negotiations of power, including 
one under John Major, three under Tony Blair 
and two under Gordon Brown. Further such re-
negotiations have been promised by David Cam-
eron. The common progression among all four 
leaders prior to David Cameron was a movement 
to a single legal identity for the European Union 
rather than the existence of various ‘pillars.’ This 
creation of a legal person subsequently led to the 
EU being awarded the Nobel Peace Prize under 
David Cameron.

The European Union consists of a number of 
institutions for the creation and enforcement of 
legislation and policy. The process under which 
legislation is usually created involves a proposal 
from the European Commission. Under the ordi-
nary procedure this is considered by the Council 
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of the European Union, made up of the Ministers 
of member states, and the European Parliament 
at the same time. Under the special procedure the 
Council of Ministers need only ask the Opinion 
of the European Parliament, but it must consider 
that opinion.

It is thought that the European Union is not 
always set up to effectively produce technology 
law, often due to the lack of elected representa-
tives who are from a technology background. 
Directives on concepts like cookies, which require 
consent upfront, often lack an appreciation of the 
way technology works. Many of the decisions of 
the EU in relation to technology and technology 
firms are made in the Courts of Justice of the 
European Union (CJEU). Notable cases have been 
Commission v Microsoft, where the European 
Commission regarded Microsoft’s proprietary 
operating system Windows to be a platform, and 
that their intellectual property had to be made 
available to their competitors as a result of this to 
avoid ‘tying.’ The CJEU is not to be confused with 
the European Court of Human Rights (ECtHR). 
The former exists as an institution of the amended 
Treaty of Rome, and the latter under the European 
Convention on Human Rights. These two treaties 
can be considered ‘primary legislation,’ whereas 
the laws made under former, including in the CJEU 
are called ‘secondary legislation.’ Even though 
the two treaties are separate, on the relatively rare 
occasions when the CJEU deals with fundamental 
rights, it tends to agree with the ECHR in applying 
the Treaty of Rome (Goldhaber, 2009).

SYSOP PREROGATIVE IN A 
EUROPEAN CONTEXT

The founding freedoms of the European Union 
include freedom of movement for workers, free-
dom of establishment, freedom to provide services, 
free movement of goods and free movement of 
capital. It might not be expected at first that this 
would have relevance from a webmaster operat-

ing a website in one country for mainly users in 
that country, but there are significant obligations 
for sysops operating within the European Union. 
The most significant piece of secondary legisla-
tion affecting sysops is the Electronic Commerce 
Directive 2000/31/EC on ‘certain legal aspects 
of information society services, in particular 
electronic commerce, in the Internal Market’. 
This Directive makes sysops liable for any illegal 
activity that occurs on their websites of which they 
are aware of and do nothing about. It also provides 
a basis for which those affected by what might 
be seen as unlawful activity by sysops a route to 
use national court and out-of-court mechanisms 
to enforce their rights against a sysop.

The main provisions of the European Conven-
tion on Human Rights (ECHR) that have relevance 
to sysops are freedom of thought and expression, 
right to privacy and also to associate with others. 
These will be explored throughout this chapter. In 
the case of the Treaty on the Functioning of the 
European Union (TFEU), which is an update of 
the Treaty of Rome, the main provisions are free 
movement of goods, services, people and capital.

Sysop prerogative has been applied in rela-
tion to common law legal systems to mean that a 
sysop can make any rule they please so long as it 
hasn’t been given away by them through contract 
or taken from them through legislation. At a Euro-
pean level this concept becomes more complex as 
there are many different legal systems within the 
EU, which are not based on common law, where 
a sysop would only have a right to do something 
where that was provided for by law. This chapter 
attempts to identify the areas of European Union, 
and European Human Rights Law from the Council 
of Europe, which exist in all EU countries so that 
the extent of sysop prerogative is clear. However, 
the role of proportionality, as discussed earlier in 
relating to treating the English ‘Sticks and Stones’ 
idiom the same as the French ‘Slime Toad and 
White Dove’ idioms, helps navigate this, including 
in relation to bullying.
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Also important in the running of online com-
munities by sysops is for them to distinguish kudos 
trolling, which is done to entertaining others, from 
flame trolling, which is done to harm others for the 
poster’s entertainment only. Again this can cause 
problems for sysops who have to deal with people 
from the many diverse legislative frameworks in 
the European Union. Therefore this chapter will 
try to find the common ground between these 
countries by looking at the implications of the 
European Laws emanating from the European 
Union and Council of Europe.

The extent that EU law applies to sysop pre-
rogative to all intents and purpose is restricted to 
cross-border issues and those falling within ‘the 
internal market.’ One such restriction are the 
Distance Selling Directives, which require that 
websites that charge a fee that discourages EU 
Citizens from a State other than where a website 
is based in taking part in posting kudos, including 
kudos trolling could be considered unlawful as 
per Commission v Spain (C45-93), as it infringes 
Article 18 TFEU. Much talk in recent years has 
been the ability of sysops to balance the right of 
free speech from the rights of protection of one’s 
reputation and their user’s privacy. Bazelon as 
far back as 1976 said that privacy is a liberty that 
should be championed with special rigor, yet it 
is very difficult to think how this can be made 
possible on the Internet, where people are easily 
bullied by simply having a presence on Twitter or 
Facebook (Bazelon, 1976). The case of Bishop v 
Powell (2006) showed right to privacy even had 
to give way with local media figures, and that free 
speech was an important part of the democratic 
process. This debate could probably be put to rest 
if sysops were given the status of ‘human rights 
defenders’. This is presently defined by Resolution 
2009/2199 (INI) of the European Parliament on 
‘human rights defenders’. The European Union’s 
approach to dealing with flame trolling has been 
very weak. Article 14 of this resolution says the 
EP, “Emphasises the importance of freedom of 
speech and the role of the media, both online and 
offline, as an enabler for human rights defenders.” 

Article 15 saying it “Considers that the develop-
ment of new technologies and their impact on 
human rights defenders needs to be assessed and 
the results integrated in existing EU programmes 
on human rights and human rights defenders.”

EUROPEAN CONTRACT LAW 
AND SYSOP PREROGATIVE

Despite the lofty heights it now seems to have 
reached, European Union contract law had rather 
tentative beginnings, contrasting starkly with the 
central role of contract law (Miller, 2011). Contract 
law in the European Union evolved differently 
in each Member State. Most of the European 
Union as it now is followed the Roman approach 
to contract law, with the notable exception being 
Great Britain (Twigg-Flesner, 2008). While Great 
Britain developed its common law system as 
distinct from systems based on civil codes it has 
been argued that the differences are not as great as 
is claimed by some legal scholars (Zimmermann, 
2004). If one were to develop definitions of sysop 
prerogative distinct in common law and civil 
code legal systems they might look as follows. 
In a common law system, the definition could 
be, “The right a systems operator has to make a 
rule on something which hasn’t been taken from 
them by statute, or given away by them through 
contract.” And in civil code systems the definition 
of sysop prerogative could be, “The right a systems 
operator has to make a rule of something which 
has been granted to them by law and not given 
away by them through contract.” The distinction, 
which might be obvious, is that under common 
law systems, the making of any rule is legal un-
less statute says otherwise, and that in civil code 
systems this right is limited by the fact there needs 
to be an explicit provision enabling them to make 
a particular rule.

Sysops have much protection in contract law 
in the United Kingdom, due to its limits in provid-
ing third party rights. It is for instance unlikely to 
be possible for a private individual to enforce a 
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contract with a sysops such as terms and condi-
tions where those terms and conditions are being 
broken by users other than them. The exception 
to this might be if such acts by other users are 
unlawful and have the knowledge of the sysop, 
as this would mean the Electronic Commerce 
Directive could be used to remedy the situation.

Much European Union law is contrary to 
the British way of doing things, as it is equally 
enforceable against governments and the state 
(vertical effect) as individuals (horizontal effect). 
For instance; Article 101(1) TFEU, which prohib-
its non-competition agreements between firms, 
was intended to protect third parties, whether 
competitors or consumers, and not parties to an 
agreement which was in breach of that provision 
(Miller, 2011).

HUMAN AND FUNDAMENTAL 
RIGHTS IN EUROPE

The European Convention on Human Rights 
(ECHR) is a treaty formed by the members of the 
European Union and independent nation states 
in Europe under the auspices of the Council of 
Europe, which is distinct from the Council of 
Ministers. Many of the rights are similar to those 
in the Charter of Fundamental Rights (CFR) con-
tained within the EU Treaty, but unlike these they 
apply in all European Countries signed up to it. 
The CFR on the other hand is not enforceable in 
the United Kingdom or Poland. Many of the rights 
conveyed in the ECHR can be found in religious 
and other codes, practices and conventions, mak-
ing it as near universal as possible.

Freedom of Association, Movement 
of People, and Establishment

Article 11 of the ECHR creates a right for people 
to associate with one another, including through 
websites on the Internet. Such platforms have 

to take account of, among others, the judgment 
in Associated Society of Locomotive Engineers 
& Firemen v United Kingdom (ECtHR, App no 
11002/05). The case shows that while not being 
interpreted as imposing an obligation on associa-
tions or organisations to admit everyone wishing to 
join, it is the case that people have a right to apply 
to join them in order to further the expression of 
their views. Whilst Article 11 makes it clear that 
people have the right to associate with others, such 
as through a public communications network, such 
others equally have the right not to associate with 
them. It does not stop trolling for others benefit on 
a bulletin board from being a right, just because 
the sysops can withdraw someone’s membership 
on grounds which are non-discriminatory using 
sysop prerogative. There are some commonali-
ties between these ECHR rights and those under 
EU law. Freedom of association is inherent in 
the freedom of establishment, as guaranteed by 
Article 49 TFEU and expressly extended to set-
ting up companies or firms in Article 54 TFEU 
(Reich, 2014). There appears to be some conflict 
between the rights of EU citizens to freedom 
of association under Article 11 ECHR and the 
right for EU business to provide services under 
Article 56 TFEU. This occurs where an undertak-
ing wishes to post their workers overseas, where 
they are considered to be regulated by the laws 
of their home country rather than the Member 
State in which they are being forced to operate 
(Syrpis, 2012). Whilst one might not expect this 
to apply to small online communities, the fact that 
it is possible to have volunteers from all over the 
EU working on a website based in one locality 
suggests that EU law does apply. With the big-
ger social networking service providers such as 
Facebook, it is very likely they will draw workers 
from many European Union jurisdictions. On this 
basis, Facebook may not only have their sysop 
prerogative limited in the case of the main users 
of their website, but it may also be limited with 
regards to any employees they take on in the EU.
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Freedom of Expression

Article 10 ECHR provides that “everyone has the 
right to freedom of expression (including) to hold 
opinions and to receive and impart information 
and ideas without interference by public author-
ity and regardless of frontiers. […] The exercise 
of these freedoms, since it carries with it duties 
and responsibilities, […] for the prevention of 
disorder or crime, for the protection of health 
or morals, for the protection of the reputation or 
the rights of others, for preventing the disclosure 
of information received in confidence.” Article 
11 of the Charter of Fundamental Rights of the 
European Union states that “(1) Everyone has 
the right to freedom of expression. This right 
shall include freedom to hold opinions and to 
receive and impart information and ideas without 
interference by public authority and regardless of 
frontiers. (2) The freedom and pluralism of the 
media shall be respected.”

In Society for the Protection of the Unborn 
Child (Ireland) v Grogan [1991] ECR 4685 it was 
found that the distribution of information promot-
ing a service unlawful under national law can be 
restricted in the case of individuals if they were 
not the providers of that service in another State 
where it was lawful. This goes beyond the judg-
ment in Handyside v United Kingdom (1976) 1 
EHRR 737, hereinafter referred to as Handyside, 
meaning the State could describe the promotion 
of anything unlawful in their country as ‘flame 
trolling’.

The Handyside case established that the State 
can restrict freedom of expression where it is in 
accordance with the limitations of Article 10. 
Law enforcement bodies within the UK are also 
concerned about the existence of commercial 
websites featuring sexually explicit content created 
and maintained by UK citizens, which may be 
deemed as obscene under the Obscene Publications 
Act (Akdeniz, 2001). In this case the Obscene 
Publications Acts were found to be lawful as it 
aimed to protect “morals in a democratic soci-

ety”. Equally, Fatullayev v Azerbaijan (App. No. 
40984/07) established that where it is possible to 
ascertain the identity of a flame troller, and that 
it is apparent their messages are false or unveri-
fied, it is necessary for claimants or prosecutors to 
provide sufficient and relevant reasons for finding 
that those statements damaged the reputation of 
the alleged victims. In re St Peter and St Paul’s 
Church, Chingford - [2007] Fam 67 found that 
blocking of lawful adult material is an interference 
with the freedom of expression granted by Article 
10 ECHR. The case confirmed the findings in 
Belfast City Council v Miss Behavin’ Ltd [2007] 
1 WLR 1420 that access to explicit content in a 
locality via the Internet is distinguishable from 
physical manifestations such as a sex shop. The 
right to enjoy the freedom of expression of others, 
such as trolling, is not limited by the geographical 
location of the participant.

Privacy and the “Right 
to Be Forgotten”

Article 8 ECHR provides that ‘Everyone has the 
right to respect for his private and family life, his 
home and his correspondence. […] There shall 
be no interference by a public authority with the 
exercise of this right except such as is in accordance 
with the law and is necessary in a democratic 
society’. The Charter of Fundamental Rights of 
the European Union provides for protection of a 
person’s privacy and protection of their personal 
data in Articles 7 and 8 respectively. Finally Article 
26 TFEU provides the basis on which personal 
information and other data is protected via Direc-
tive 95/46/EC on ‘the protection of individuals 
with regard to the processing of personal data and 
on the free movement of such data.’

R v Bowden [2000] 2 WLR 1083 and R v 
Smethurst [2002] 1 Cr App R 6 established that it 
was necessary in a democratic society to restrict the 
rights of others to a private life where it affected 
the legitimate rights of children to exercise their 
Convention Rights. This can include the right to 
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form friendships online to peacefully interact with 
others and provide personal information without 
fear of reprisals. DPP v Collins established that 
there needs to be a balance between the Article 8 
ECHR right to privacy and the Article 10 ECHR 
right to freedom of expression. Applying DPP v 
Collins it is apparent that it is the message, not its 
content, which is the basic ingredient of the meet-
ing a statutory offence relating to flame trolling. 
It is kudos trolling however, and not a flame, for 
a scriptwriter to email his or her director about 
dialogue for a new film, and not open them to 
prosecution. That is because however intrinsically 
menacing or offensive the text they are discuss-
ing that in its context, such a message threatens 
nobody and should offend nobody.

European Union law sets some limitations on 
EU member states’ ability to apply their data pri-
vacy laws extra-territorially to protect EEA-based 
companies (Determann, 2012). Whilst the Euro-
pean Convention on Cybercrime was supposed to 
protect such rights of consumers across Europe 
and beyond the European Union, some argue that 
the Convention expands the surveillance powers 
of government without adequately protecting 
privacy (Levinson, 2002). The advantage of this 
however is that it could give European countries 
an easier means to enforce Internet trolling laws 
as they could use algorithms to monitor Internet 
content for signs of abuse, as has been considered 
for schools using the Classroom 2.0 approach 
(Bishop, 2012).

It has been argued for many years that the 
legal system has an obligation to protect people 
from the psychological abuses that come from 
technology, such as racism, and greater use of 
the knowledge of psychiatrists and the law could 
protect vulnerable persons (Bazelon, 1975). Where 
such abuses have a long-term effect on someone 
they are called ‘bleasures.’ Without such advances 
proposed by Bazelon, virtual ‘sticks and stones’ 
will continue to harm people and those who do it 
will remain unaccountable. The European Union 

has been reviewing its data protection laws in or-
der to take account of the tremendous amount of 
personal information on social media. Education 
establishments, such as Swansea University, are 
already urging their studies to take with regards 
to being connected to social media when they are 
intoxicated, and have devised a dedicated policy for 
the purpose of regulating Internet trolling where 
alcohol is involved. This might be considered a 
knee-jerk reaction to the conviction of Liam Sta-
cey, a student at Swansea University who posted 
racist remarks on Twitter when he was confronted 
by trolls while drinking in a bar using his mo-
bile phone. A Freedom of Information Request 
established that Liam Stacey was not, however, 
disciplined for racism, but for bringing Swansea 
University into disrepute, which appears more of 
a concern to Swansea University. This appeared 
the case in a statement made by registrar Raymond 
Ciborowski and student council president Tom 
Upton following the case of Liam Stacey. “We 
have received complaints from students and alumni 
about the potential damage this page could do to 
their own employability, as a result of damage to 
the university’s reputation,” they said. “Companies 
are increasingly searching for information on job 
applicants and the organisations they are con-
nected to - already 30% of UK HR directors use 
social media to recruit candidates, and 22% check 
candidates’ online activity.” Such problems may 
not be as drastic if the European Union’s reforms 
take the shape of the judgment in Google Spain v 
AEPD and Mario Costeja Gonzalez (C-131/12). 
In this case, Spanish medic Mario Costeja Gon-
zalez brought legal action against Google after 
they discovered that Google, as a mere conduit 
of Internet content, was making available infor-
mation about them that they wanted kept private. 
The Court of Justice of the European Union ruled 
that Mario Costeja Gonzalez was entitled to the 
“right to be forgotten” under Article 26 TFEU 
through Directive 95/46/EC (discussed earlier) 
and that Google had a responsibility to not be a 
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carrier of such personal information. Google’s 
response to this was to put a form on its website 
for persons to ask for information to be removed 
from their search engine, which received 12,000 
requests on its first day. It might be that US-based 
operations in order to protect free speech would 
have to develop means to ensure that those in the 
EU have the right to privacy and protection of 
their personal data, while also ensuring that those 
in the US do not have their rights to freedom of 
expression impinged up on.

Free Movement of Capital 
and E-Money

As discussed earlier, one of the four founding 
freedoms of the European Union is the free 
movement of capital (Karmel, 1999). With the 
increasing importance of cross-border transactions 
and international companies, including banks 
and other financial institutions, the unobstructed 
functioning of the free movement of capital is 
argued to be at the core of European financial 
law (Andenas, Gutt, & Pannier, 2005). But the 
EU’s powers over capital is not limited to these 
areas. Since the beginning of the 21st century 
the European Union has introduced two e-money 
directives, with the second repealing the first. The 
first was introduced with Directive 2000/46/EC on 
‘the taking up, pursuit and prudential supervision 
of e-money’, when Internet money services like 
Beenz.com existed as the primary forms of non-
State currencies on the Internet (Edmonds & Gray, 
2002; Hartmann, 2006). Since then the European 
Union has introduced Directive 2009/110/EC on 
‘the taking up, pursuit and prudential supervision 
of the business of electronic money institutions’ 
(Halpin & Moore, 2009), which has come in the 
wake of crypto-currencies like Dodgecoin and Bit-
coin which are a new type of asset that have been 
rapidly growing in popularity and are in effect, 
a form of digital bearer bond with no underlying 
asset (Silverman, 2013).

SYSOP PREROGATIVE AND 
INTERNET TROLLING IN EUROPE

The European Union, presently consisting of 28 
member states, is regarded as the most success-
ful peace treaty in history, resulting in it being 
awarded the Nobel Peace Prize in 2012. The 
Treaty of Rome initially created the European 
Economic Community, which with subsequent 
amendments became the European Community 
and then the European Union. The ethos of build-
ing an economic union was on the basis that if all 
the member states in Europe were trading with 
one another, they would be so interdependent it 
would be counterproductive to engage in war. One 
might argue that in our post-war environment, it 
is now essential that the next step be to using the 
infrastructure of the European Union to promote 
peace among EU Citizens, particularly in the areas 
of race and nationality. Understanding the way in 
which the European Union can discourage flame 
trolling and increase kudos trolling is therefore 
essential to achieving European integration.

Flame Trolling and Cyber-Bullying 
in an European Context

It is a common view in the EU that online talk 
is far from the ideals of what political conversa-
tion should be, which the fluidity of expression 
is known to both increase the willingness to 
speak on political subjects, but also increase the 
chances for anti-social behavior, such as flame 
trolling (Stromer‐Galley & Wichowski, 2010). 
The European Convention on Human Rights has 
been used in many incidents to test the extent to 
which flames count as free speech over being 
considered bullying. Handyside (i.e. Handyside 
v United Kingdom (1976) 1 EHRR 737) gave 
the State the right to restrict the publication of 
content to protect “morals” on the basis of “mar-
gins of appreciation”. This case has been seen as 
a means for achieving pluralism, tolerance and 
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broadmindedness as the hallmarks of a society, 
with freedom of expression as one of the essential 
foundations of a democracy (Murdoch, 2013). This 
should be particularly helpful to sysops in being 
flexible with sysop prerogative so that they can 
adjust to the needs of their members with minimal 
state intervention.

Pivotal to the Handyside case was the notion 
of protecting the vulnerable, such as youths, by 
allowing the state to restrict freedom of expression 
where it is in the interests of morals one might 
expect in a democratic society. For many youths, 
the ‘Sticks and Stones’ (or ‘toads and doves’) 
idioms are an adage and not an emotional reality. 
The right to freedom of expression similarly exists 
in the case of cross-border publications in the EU 
under the “rules of reason” of Article 34 TFEU. 
The State has the right to restrict the importation 
of any website or other electronic content from 
another EU country it considers ‘flame trolling’ 
or ‘cyber-bullying,’ providing this is not based 
on the quantity of the goods as per R v Henn 
and Darby [1979] ECR as this would make it a 
“quantitative restriction”. In this case the restric-
tion of pornography by the State was found to be 
lawful. This is because the ECJ considered the 
regulation of pornographic material in the UK 
to be so restrictive that it could be presumed that 
there was no lawful trade of such goods within 
the UK for overseas goods (Fairhurst, 1999). 
This means that a government is free to restrict 
sysop prerogative through legislation where the 
content they are restricting does not place sysops 
in another country at a substantial disadvantage 
compared to those in the country administering 
the legislation.

Kudos Trolling in an 
European Context

The policy texts of the European Union abound 
with phrases such as “an information society for 
all” and “e-inclusion” (Van Dijk, 2009), but the 

reality in the case of online communities espe-
cially is somewhat different. European Union 
law often regulates in way not natural to most of 
its citizens. For instance, considering the cases 
of Commission v Ireland [1982] ECR 6005 and 
Apple and Pear Council v Lewis (Case 222/82) 
there are a number of instances in which the 
posting of kudos about national products with 
the authority of the State are restricted or instead 
lawful. Commission v Ireland found that where a 
measure (in the case the labelling of products as 
“Buy Irish”) is capable of restricting imports it is 
illegal under Article 34 TFEU. This could mean 
that UK Government schemes to accredit websites, 
such as that carried out by the dissolved Quango, 
Becta, could be seen to have the same effect of 
‘flame trolling’ non-British websites as not up to 
standard. Apple and Pear Council v Lewis (Case 
222/82) on the other hand found the promotion 
by the State of a product, even it made reference 
to ‘national qualities’ is lawful, providing there 
are no restrictions on its export or the import of 
competing products. This means the State could 
highlight a website as being effective at reducing 
flame trolling and encouraging kudos trolling, 
providing it did not discourage the use of similar 
websites in other EU States.

IMPLICATIONS AND FUTURE 
RESEARCH DIRECTIONS

One might conclude that the European legal sys-
tems can have a huge impact on systems opera-
tors to the extent that sysop prerogative is highly 
restricted under the laws of the European Union 
and through the European Union Convention on 
Human Rights. It might be necessary for sysops 
to develop some common understanding to ensure 
they are not restricting the rights of people within 
Europe to enjoy the Internet freely.
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DISCUSSION

The European Union has been called one of 
the most successful peace treaties in history. Its 
accompanying piece of law, the European Con-
vention on Human Rights, while separate has 
many crossovers. This chapter explored some of 
these in relation to posting to online communi-
ties, especially where this could be considered 
flame trolling or kudos trolling. An important 
concept to understand in relation to the rights and 
responsibilities of online communities is ‘sysop 
prerogative’. Sysop prerogative means that the 
owner of an online community, known as a systems 
operator, or sysop, can set any terms and condi-
tions they wish for such a website, where it does 
not conflict with the law or infringe on an existing 
contract with a user. This chapter has found that a 
number of aspects of EU and ECHR law impact 
on the extent of sysop prerogative. In the context 
of flame trolling, which is the abusive kind of 
Internet posts, sysops are restricted in the content 
they are allowed to publish, which in many cases 
is based on the terms set by their own member 
state. However, the rights of member states of the 
European Union to restrict sysop prerogative in 
this way is required to not have any effect on the 
ability of other nations to trade with that state.

In the context of kudos trolling, the European 
legal systems give people a right to associate freely 
with one another and express themselves freely 
also. In some cases this may include expressing 
content some find objectionable, but this is in 
many cases can only be prohibited if it could be 
seen to affect morals or decency. This is reflected 
directly in Article 11 ECHR, and the right to as-
sociate also includes the right to establishment 
under Articles 45, 54, and 56 TFEU. Equally, in 
one case the United Kingdom was found to have 
such strict laws against pornography that a ban 
on imports of such materials was not unlawful 
because the market was already restricted so as 
not to create a genuine disadvantage.
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KEY TERMS AND DEFINITIONS

Charter of Fundamental Rights of the Eu-
ropean Union: A treaty agreed by members of 
the European Union to apply and go beyond the 
principles of the European Convention on Human 
Rights in relation to EU members.

European Convention on Human Rights: 
An international treaty that confers duties on its 
signatories to protect the rights of their citizens 
according to the provisions of that treaty.

European Court of Human Rights: The 
European Court of Human Rights (ECtHR) makes 
decision arising out of claimed breaches of the 
European Convention on Human Rights.

European Union: A trading block of 28 in-
dependent countries who pool their sovereignty 
in order to cooperate for mutual benefit.

Flame Trolling: Trolling for the entertainment 
of oneself to the detriment of others is called 
flame trolling.

Kudos Trolling: Trolling for the mutual 
entertainment of others is called kudos trolling.

Sysop: A person who runs a website or online 
community is called a systems operator (i.e. sysop 
for short).

Sysop Prerogative: In common law systems, 
the right a systems operator has to make a rule on 
something which hasn’t been taken from them by 
statute, or given away by them through contract. 
In civil code systems the right a systems operator 
has to make a rule of something which has been 
granted to them by law and not given away by 
them through contract.




